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 තාරකකය
அடபபைடக கொரணம

RATIONALE 

        අධ්ාපන අමාත්ාංශේය කාරයයන වධමත කරේමහලා පරගණකගත පදධතවල කාරයකෂම පැවැතම 

     පධාන කාරයයක ඉට කරය.         එබැවන ේතාරතර හා සනනේවදන තාකෂණ ේසවා හා අදාළ යටතල 

          පහසකම භාවතේයන ේනාදැනවත ේහාෝ දැනවතව ේහාෝ ඇතවන ආරකෂාව පළබඳ ගැටළ, අනවසර 

         භාවතේයන වශවසනයතවය පළද වම නසා ඇතවන ගැටළ වැළැකවම සඳහා පතපතතයක 

    අවශ්තාවය පැන නැඟ ඇත. 

கலவி   அைமசசின  பணிகைள  ொசயறறிறனடன  நனறொகவம  ோமறொகொளள  கணினிமயத 

தகவலகளில  தஙகியிரககினறைம  ஏறறகொகொளளப படடளளத.  ஆகோவ,  தறொசயலொகோவொ 

ோவணடொமனோறொ  ஏறபடம  அழிவ,  ைகயடட,  அதிகொரமறற  அணககம  மறறம நமபிகைகத 

தோரொகம  ோபொனறவறறிலிரநத  இநத  தகவலகள  மறறம  கடடைமபைப  ோபணிககொகக 

ோவணடயத  இனறியைமயொததொகம.

Ministry  of  Education  (MoE)  recognizes  its  key  dependency  on  the  information 

provided  by  its  computerized  system  for  effective  operation  and  the  smooth 

functionality. It is, therefore, essential that this information and the infrastructure 

that supports it,  is secure from destruction, corruption, unauthorized access and 

breach of confidentiality, whether accidental or deliberate.

 අරමණ
ோநொககஙகள

OBJECTIVES 

            අධ්ාපන අමාත්ාංශේය සමසත සංවරධනය ළඟා කර ගැනම හා එහ ේසවා සැපයම සඳහා ව  

      පතපතතය හා කමේවදයන ේමම ේලඛනේය අඩංග ේව.      තවද ේතාරතර හා සනනේවදන තාකෂණ 

       කයාවලන හා භාවතයනහ රකගැනම සඳහා ේමය උපකාර ේව.

கலவி அைமசச தகவல ொதொடரபொடல ொதொழினடபதைதப பயன படததி அைமபபககள மழ 

வளரசசிைய  ஏறபடததவம  பணிகைளச  ொசயயவம  ஒர  ொகொளைக  மறறம  நைடமைறத 

திரடடொக இநத ஆவணம விளஙகம.

This document is to serve as a set of policies and procedures for the MoE in using 

ICTs  to  achieve  overall  development  within  organizations  and  in  delivery  of  its 

services. It will also ensure consistency in ICT activities and practices.

            ේතාරතර හා සනනේවදන තාකෂණ ේසවා සැපයම සහ පහත සඳහන කාරයයන ඉටකර ගැනමට

    ේමම පතපතතය පටවහලක ේව.



தகவல ொதொடரபொடல ொதொழினடபதைத வழஙகவம கீழவரவனவறைற அைடயவம இநதக  

ொகொளைக ஒர சடடபபடயொன ஆவணமொகம. 

The  Policy  is  mandatory  for  providing  a  unified  approach  in  implementing  ICT 

services and achieving the following; 

•         අධ්ාපන අමාත්ාංශේය ේතාරතර හා සනනේවදන තාකෂණ ේසවාවල කාරයකෂමතාව හා 

    ඵලදායතාව වැඩ දයණ කරම.

கலவி  அைமசசின  தகவல  ொதொடரபொடல  ொதொழினடபப  பணிைய  திறனம  பயனம  

ோமமபடததல,

Improve efficiency and effectiveness of ICT services of MoE

•          අධ්ාපන අමාත්ාංශේය ේතාරතර හා ේසවා එහ ේසවා දායකයනට හා මහජනයාට 

        පහසේවන භාවතා කරමට ඉඩ කඩ ලබා දම. 

கலவி  அைமசசின  தகவல  ொதொடரபொடல  ொதொழினடபப  பணிைய  அதன  ஊழியரம  

கடமககளம எளிதில அணக இடமளிததல,

Ease of accessibility of MoE information and services for employees, and other 

citizens

•     යහපත රාජ් ේසවාවක ඇත කරම.

நலல அரச பணிைய உரவொககல,

Promote good governance. 

•         අධ්ාපන අමාත්ාංශේය ේසවා දායකයන ේතාරතර තාකෂණ කසලතා සංවරධනය සඳහා 

  ඔවන දරමත කරම.

கலவி  அைமசசின ஊழியரைடோய ஆரவதைதயம தகவல ொதொடரபொடல ொதொழினடபத  

தைகைமையயம ோமமபடததல,

Develop motivation and ICT competence among MoE employees.

•         අධ්ාපන අමාත්ාංශේය ේසවා දායකයන ේතාරතර හා සනනේවදන තාකෂණ ේසවා 

    ආචාරධරමවලට අනකලව භාවතයට දර ගැනවම.

கலவி  அைமசச  ஊழியரகள  தகவல  ொதொடரபொடல  ொதொழினடபப  பணிைய  

நனொனறியடன பயனபடதத ஊககவிததல,

To encourage the MoE employees to use ICT services ethically.

•       ේතාරතර හා තාකෂණ සමපත තරසර කළමනාකරණය.

ொபொரததமொன மைறயில தகவல ொதொடரபொடல ொதொழினடப வளதைத  மகொைமததவம 

ொசயதல.

Manage ICT resources in sustainable manner.



 වෂය පථය
பரபொபலைல

SCOPE

3.1.       ේමම පතපතතය මඟන අධ්ාපන අමාත්ාංශේය පරගණක,  ජාල,   දතත පාදක,  වද්ත 

           තැපැල ේසවා ආද පරගණක හා සනනේවදන සමපතහ නස පරද භාවතය නරවචනය 

ේකේර. 

கணினிகள,  வைலபபினனலகள,  தகவல தளஙகள மறறம மினனண அஞசறபணி 

உளளடஙகிய கலவி அைமசசின கணினி மறறம ொதொடரபொடல வளததிைன ஏறற 

மைறயில பயனபடததவதறகொன பரபொபலைலைய இநத  ொகொளைக  வைரயைற 

ொசயகினறத. 

This policy defines the boundaries of acceptable use of MoE computing 

and  communication  resources,  including  computers,  networks, 

databases, and electronic mail services.

3.2.          අධ්ාපන අමාත්ාංශේය පරගණක හා සනනේවදන සමපත භාවතා කරනනන ේමම 

    පතපතතය සඳහා අනගත වය යතය.        අවශ් අවසථාවල ද එය ශ ලංකාේව පවතන 

     ේවනත නත පතපාදන සමඟ සංගත ේව.

கலவி அைமசசின கணினி மறறம ொதொடரபொடல வளஙகைளப பயனபடததோவொர, 

இநதக  ொகொளைக  மறறம  ொபொரததமொன  கலவியைமசச  நிரவொகக 

ொகொளைககளககம  நைடமைறகளககம  இணஙகதல  ோவணடம. நைடமைறப 

படததலொனத  ோதைவோயறபடன,  இலஙைகயின  ோவற  ொபொரததமொன 

சடடஙகளடன இணஙகிச ொசலலம,

Users of MoE computing and communication resources are required to 

comply with this policy, and other applicable MoE administrative policies 

and procedures. When necessary,  enforcement will  be consistent with 

other applicable Sri Lankan laws.



  පරශලකයනේග ගණම
பயனர கணகக

USER ACCOUNTS

4.1.            නව ේසවා දායකයක යමකස ශාඛාවකට පැමණ වට ශාඛා පධානයා එය අධ්කෂ 

(     ේතාරතර හා සනනේවදන තාකෂණ)     ේවත වැඩ කරන දන 2     ක ඇතළත දැනම දය යත 

ය.

பதிய  ஊழியர  ஒரவர  கலவி  அைமசசிறக  வநதொல,  கிைளத  தைலவர  அத 

ொதொடரபொக  இரணட ோவைல நொடகளககள தகவல ொதொடரபொடல ொதொழினடபப 

பணிபபொளரகக எழததில அறிவிகக ோவணடம,  

In case of a new employee comes to a branch, the head of the branch 

should inform to Director (ICT) within 2 working days in written format. 

4.2.              ේසවා දායකයා ේසවය හැර යාම ේහාෝ වශාම යාේම ද ේහාෝ ශාඛා පධානයා වසන අදාළ 

     වද්ත හා ජාලගත සමපත ගණම වසාදැමමට/   මාර කරමට/    උපසථ කරමට අධ්කෂ 

(   ේතාරතර හා තාකෂණ)      ේවතන ඉලලමක කළ යත ය.

ஊழியர  ஒரவர  விலகிச  ொசனறொல,  மினனஞசல  மறறம  வைலபபினனல 

வளககணகைக அழிததவிட  /  மொறறம ொசயய/  பினதளள,  கிைளத தைலவர பணி 

ோகொரற படவததினடொக (RF)  தகவல ொதொடரபொடல ொதொழினடபப பணிபபொளரககக 

ோகொரகைக விடகக ோவணடம.

Upon the leaving of an employee, Head of the Branch will raise a Service 

Request Form (RF) to DE/ICT requesting the e-mail and network resource 

account to be deleted/transfered/backed up.

4.3.         ේසවා දායකයන ේවත ඔවනට අදාළ වන පරශලක පහසකම (User Privilege) පමණක 

  ඔවන ේවත සැපේය.             වඩා ඉහළ පහසකම අවශ් වන වට ද ේහත දැකවම සහත ව 

    ලඛත ඉලලමක අධ්කෂ (    ේතාරතර හා සනනේවදන තාකෂණ)    ේවත ේයාම කළ යතය. 

ஊழியரகள,  தஙகளின login  களகக “User Privilege”  மொததிரோம வழஙகபபடவொரகள. 

உயர சலைககளகக,  நியொயப படததலடன  தகவல ொதொடரபொடல ொதொழினடபப 

பணிபபொளரடம மைறபபட ோகொரகைக விடககோவணடம.

The  employee  will  only  be  given  “user  privileges”  for  their  logins.  To 

obtain higher privileges requests with justifications should be made to the 

Director (ICT) through the proper channel. 



 මර පදය
கடவச  ொசொல

PASSWORD

5.1.      මරපදයක සඳහා අවම අකෂර සංඛ්ාව 8 ක.(     සයල හඳනා ගැනම සඳහා)

கடவசொசொல  ஒனறிறகொன  மிகக  கைறநத  ோதைவபபொட  (ொசலலத  தககதொகச 

ொசயதல) 8 எணொணழததகோள.    

Minimum  requirement  for  a  password  (for  all  authentications)  is  8 

characters. 

5.2.           භාවතා කරනනන තම ගණමවල සරකෂතාව රකය යත වන අතර මර පදේයහ 

           සරකෂතාව රකගැනම සඳහා එය නරනතර ව මාර කරමට ද අවවාද ේකේර.

பயனர தஙகள கணககின பொதகொபைபப ோபணிவரல ோவணடம,  அததடன ஒழஙக 

மைறபபட   கணககின  கடவச  ொசொலைல  மொறறி  வரமொறம  அறிவறததப 

படகிறொரகள,    

Users must maintain the security of their accounts, and are advised to 

protect and regularly change account passwords. 

5.3.            අනවසර ේලස මර පදය ලබා ගැනමට උතසහ දැරම හා භාවතය තහනම ේව.

மறறவரகளின  கடவச  ொசொலைல  ோமலொணைமயினறி  ொபறல  மறறம 

பயனபடததல தடககப படடளளத,    Unauthorized attempts to acquire and 

use passwords of others is prohibited. 

 

5.4.   පරගණක මර පදය,         ජාලගත පහසකම භාවත කරම සඳහා ේවනත ේකනකට ේහළ 

කරම,        ේවනත අයකට භාවතය සඳහා ලබා දම(     දැනවත ව ේහාෝ ේනාසැලකලල ේහාෝ 

ේහතේවන)  තහනම ේව.

ோமலொணைமயினறி மறறவரகளின  (  கரதிோயொ கவனமினறிோயொ)  கணினி மறறம 

வைலப  பினனலககரய  தனிபபடட  கணககிைனப  பயனபடததவிடல  அலலத 

கடவச ொசொலைல ொவளிபபடததல தடககபபடடளளத,

Revealing  passwords  or  permitting  the  use  by  others  (by  intent  or 

negligence)  of  personal  accounts  for  computer  and  network  access 

without authorization is prohibited.

5.5.         භාවතා කරනනන මර පදය හවේල භාවතා කරම තහනම ේව

பயனர தஙகளின கடவச ொசொறகைளப பகிநதொகொளள அனமதிககபபட மொடடொரகள,

Users are not allowed to share their passwords. 



ජාලය
வைலபபினனல

NETWORK

6.1.                   ශාඛාව තළ ඇත සයල පරගණක හා ජාලගත උපාංග,   අමාත්ාංශේය අභ්නතර පරගණක 

    ජාලයට සමබනධ කළ යත ය.

கிைளகளின  அைனதத  கணினிகளம  வைலபபினனல  கரவிகளம  உளளக 

வைலபபினனல அைமபபடன இைணககபபடல ோவணடம,    

All computers and network devices of the branches should be connected 

to the local area network. 

6.2.                 පරශලකයන වසන පරගණක ජාලය සඳහා වද්ත උපාංග සමබනධ කරම,  ඇතළවම 

  තහනම සථානවල ඇතළවම,       පරගණක ජාලයට හානවන කයාකාරකම සද කරම, 

        අනවශ් සමේපෂණ හා දතත ගබඩා කරේමන වැළැකය යත ය.

பயனர மினனணசொர  வைலபபினனல ஒரைமபபொடடடன மரணபடதல ஆகொத. 

வைரயைறயளள  பகதிகைளளத  தவிரததல  ோவணடம.  வைலபபினனல  மறறம 

ொசலததபபடட  அலலத  களஞசியப படததப படட  தகவலகைளப  பொதிககம 

ொசயலகைளத தவிரகக ோவணடம,   

Users must not compromise the integrity of electronic networks,  must 

avoid restricted areas, and must refrain from activities that may damage 

the network, or transmitted or stored data. 

6.3.               පරගණක හා ජාලයට අදාළ ගණම,        ේසවා ේහාෝ උපකරණ ේහාෝ සඳහා බාධා කරම, හාන 

  කරම තහනම ේව.

பிறரன கணினி,  வைலபபினனல கணகககள,  பணிகள,  கரவிகள ோபொனறவறைற 

உயததறிதல அலலத கழபபதல தடககபபடடளளத,  

Interference  with  or  disruption  of  the  computer  or  network  accounts, 

services, or equipment of others is prohibited 

6.4.                   අනවසර ේලස පරගණක ජාලේය ආරකෂණ තතතවය වමරශනය තහනම ේව.

பொதகொபப  ஊறபடததலககொக  ோமறொகொளளபபடம  ோமலொணைமயறற 

வைலபபினனல ஆயவ தடககபபடடளளத.  

Unauthorized  scanning  of  networks  for  security  vulnerabilities  is 

prohibited. 



6.5.                  නස අවසරයකන ේහාෝ තමාට ආසනන ඉහළ නලධාරයාේග අවසරයකන ේතාරව ේහාෝ 

          අධ්ාපන අමාත්ාංශේය පරගණක ේහාෝ ජාලගත කරේම උපාංග ේහාෝ කසවක ේවනස 

  කරම තහනම ේව.  

ஒரவரன ோமலொணைமகக அபபொல,  அனமதியினறி கலவி அைமசசின ஏோதனம 

கணினி  அலலத  வைலபபினனல  பகதிகைள  மொறறலில  ஈடபடல 

தடககபபடடளளத.

Attempting  to  alter  any  MoE  computing  or  networking  components 

(including,  but  not  limited  to,  bridges,  routers,  connection  cables  and 

hubs) is prohibited, without approval beyond one’s level of authorization. 

6.6.                    ේතාරතර හා සනනේවදන තාකෂණ අධ්කෂේග අවසරයකන ේතාරව යම පරගණකයක 

         සඳහා ේහාෝ ජාල පදධතය සඳහා ේහාෝ සමබනධතා ඇත කරම,  දරඝ කරම,  නැවත 

         සමේපෂණය කරම ේහාෝ ඊට උතසහ දැරම ේහාෝ තහනම ේව.

தகவல  ொதொடரபொடல  ொதொழினடபப  பணிபபொளரன  அனமதி  இரநதொலனறி, 

வைலபபினனல இைணபப உரவொகக மயலல உடபட  வயரகள ொபொரதததல, 

ஏோதனம  விரவொககல,  அலலத  ஏோதனம  கணினி  அலலத  வைலபபினனல 

பணிைய மீளனபபதல ோபொனறைவ தடககபபடடளளன,பயனர  

Wiring,  including  attempts  to  create  network  connections,  or  any 

extension or retransmission of any computer or network services are

prohibited unless approved by the Director (ICT).

6.7.                  අනවසර පදගලයක ේනාදැනවතම ජාලගත ේසවා පරහරණය වැළැකවම සඳහා ජාලය 

           භාවතා කරන ලබන පරශලකයන තම කාරය සැසය අවසන ව වහාම නස පරද 

    සැසේයන ඉවත වය යත ය.

பயனர  இலலொத  ோவைளயில,  ோமலொணைமயறோறொர  ஏோதனம  ொசயலில 

ஈடபடவைதத  தவிரபபதறகொக,  பயனர  தமத  ோவைல  மடநதவடன,  இயஙகிக 

ொகொணடரககம அமரவிைன ொசயதல ோவணடம,

Users should log out of their active sessions on completion of work to 

prevent  unauthorized  persons carrying out  any activity  in  the  user’s 

absence

6.8.                     දැනවත ව ේහාෝ ේනාසැලකලල ේහතේවන ේහාෝ වද්ත ජාල පදධතය හා ේතාරතර පදධත 

     සදහා හානවන කයාකාරකමවල ේයදම තහනම ේව. 

கவனமினைம  அலலத  மினனண  வைலபபினனல  மைறைமையக  கழபபம 

பனனொடடத ொதொடரப தடககபபடடளளத, 

Negligent  or  intentional  conduct  leading  to  disruption  of  electronic 

network system or information systems is prohibited. 



 වද්ත තැපෑල
மினனஞசல
EMAIL

7.1.            අධ්ාපන අමාත්ාංශේය සයල ේසවා දායකේයාෝ වද්ත තැපෑල සඳහා හමකම ලබත.

கலவி  அைமசசின  அைனதத ஊழியரகளம தமகொகொர மினனஞசல  கணகக 

ைவததிரகக உரததளளவரகள,

All employees of the Ministry of Education are entitled to have e-mail 

accounts.

7.2.         නල සනනේවදන කටයත සඳහා නල වද්ත තැපැල (moe.gov.lk   වසම නාමය තළ) 

    ලපනය භාවතය අනවාරය ේව.       ේවනත වසම නාමවල ගණම නල සනනේවදන 

   කටයත සඳහා වලංග ේනාේව.

அைனதத  அலவலசொர  மினனஞசல  கடதப  ோபொககவரததகளககம 

அலவலசொரமினனஞசல கணககிைனப பயனபடததல கடடொயமொகம.  (அைமபபின 

மினனஞசல மகவர –  moe.gov.lk). பிற மினனஞசல மகவரகள அலவலசொர 

ொதொடரபகளகக வலிதறறன. 

It  is  compulsory  to  use  official  e-mail  account  (organization  domain 

name - moe.gov.lk) for  all official e-mail correspondence. Other domain 

accounts are not valid for official communication.

7.3.         නල වද්ත තැපැල පණවඩ සඳහා වැඩ කරන දන 2       ක තළ ද පළතර සැපයය යත ය.

அைனதத  அலவலசொர  மினனஞசலகளககம  இரணட  ோவைலநொடகளககள 

பதிலிறகக ோவணடம,

All official e-mails should be responded within 2 working days.

7.4.      වද්ත තැපැල පණවඩය ලද භාෂාේවනම (සංහල,   ේදමළ සහ ඉංගස)   එම වද්ත තැපැල 

    පණවඩයට පළතර සැපයය යත ය. 

மினனஞசல  ொபறபபடட  ொமொழியிோலோய  (சிஙகளம,  தமிழ  அலலத  ஆஙகிலம) 

பதிலிறகக ோவணடம,

E-mails  should  be  responded  to  in  the  language  (Sinhala,  Tamil  or 

English) in which they are received.

 



7.5.         වද්ත තැපැල පහසකම භාවතා කරනනන තමනේග වද්ත තැපැල සනනේවදන 

     කටයත පළබඳ වගකම දැරය යත ය.      භාවතා කරනනාේග වරදන ලබනනා ේවත 

ේනාලැේබන,නැතවන,       වැරද ලපනයකට යැේවන කසද වද්ත තැපැල පණවඩයක 

     සඳහා අධ්පන අමාත්ාංශය වගකම භාර ේනාගන. 

 பயனர தமத மினனஞசல பயனபடததலககத தொோம ொபொறபோபறக ோவணடம. 

பயனரன    எநதவித  ொசயலககம  அலலத   மினனஞசல  பயனபடததலின 

எநதவித  ொதொடர  விைளவககம  (தவறொன  மகவர,  ோசரககபடொத  மினனஞசல 

உடபட, ஆனொல வைரயைறயிலைல) கலவி அைமசச ொபொறபோபறகமொடடொத.

A user must bear responsibility for his or her use of e-mail.  MoE can 

accept no responsibility or liability for any actions of the user or for any 

consequences resulting from use of e-mail, including but not limited to, 

misaddressed, lost or undelivered e-mail messages.

7.6.           දමවැල ලප ේහාෝ වශාල පරසකට ේබදා හරන පණවඩ ේහාෝ ආචාරශල ේනාවන 

         එේමනම කරදරකාර වද්ත තැපැල පණවඩ ේහාෝ නරනතරේයන ේකනකට ේහාෝ 

           කහපේදනකට ේහාෝ යැවම වැන කටයත සඳහා වද්ත තැපැල පහසකම භාවතය ේමම 

   පතපතතය කඩ කරමක ේව.

நியொயமொன அளவகக ோமல மினனஞசல அலலத வைலபபினனல வசதிகளில 

தொககதைத  ஏறபடததம  ொசயறபொடகள  ொகொளைக  மீறலொகக  கரதபபடம. 

வைரயைறயினறி  ொதொடர  கடதஙகள  அனபபதல  அலலத  தொோன  வழஙகம 

மினனஞசல  மறறம  கடதக  கணடகைளப  பரபபதல  ோபொனற  ொசயறபொடகைள 

மீணடமீணடம ொசயதல உடபட பல இவறறில அடஙகம. 

Activities that may strain the e-mail or network facilities more than what 

can  be  reasonably  expected  are  in  violation  of  this  policy.  These 

activities include, but are not limited to:  sending chain letters or the 

widespread dissemination of  unsolicited e-mail;  and letter  bombs” to 

resend the same e-mail repeatedly to one or more recipients.

7.7.          වද්ත තැපැල සනනේවදන පහසකම භාවතේය ද සැම වට ම වශවාසනයතවය 

   සහතක කරම අසර ේව.      එබැවන සයල පරශලකයන ේපෞදගලක,   මල් රහස් ේහාෝ 

            සංේවද ේහාෝ ේතාරතර ඇතළත වද්ත තැපැල යැවේම ද පේරසසම වය යත ය.

மினனஞசலின  இரகசியததனைம  மறறம  பிற  வைலபபினனல  அனபபதலகள 

உறதியளிககபபடமொடடொ. எனோவ, அைனதத பயனரம தனிபபடட, நிதி ொதொடரபொன 

மறறம  இரகசிய  அலலத  நணணணரவத  தகவலகைள  மிகக  கவனமொக 

மினனஞசல அலலத வைலபபினனல ஊடொக அனபபதல ோவணடம.

Confidentiality  of  e-mail  and  other  network  transmissions  cannot  be 

assured.  Therefore  all  users  should  exercise  caution  when  sending 

personal,  financial,  confidential,  or  sensitive  information  by  e-mail  or 

over the network.



 

7.8.          සයල වද්ත තැපැල පණවඩයක වයාමනයක අඩංග වය යත ය.   එය ේමේස ය,

''      ේමම වද්ත තැපැල පණවඩය රහස් ේව.     තවද ේමය නතමය ලයවලලක.  ඹබ  

         පණවඩය ලැබමට නයමත පදගලයක ේනාවනේන නම ේහාෝ ඹබට එය වැරදමකන  

           ලැබ ඇතනම ේහාෝ කරණාකර එය සහ සයල පටපත ඔබේග පදධතේයන මකා  

දමනන.         ේමම වද්ත තැපැල පණවඩය හා එහ අනතරගතය අනවසර කයවම, නැවත  

 පටපත කරම,           මදණය හා ේබදා හැරම සපරා තහනම හා නත වේරාෝධ ේව අනතරජාල  

 සනනේවදනය කාලන,  සරකෂත,        ෛවරස හා වැරදමවලන ේතාර ේව යැය සහතක  

  වය ේනාහැක ය.        අධ්ාපන අමාත්ංශය ේමවැන වැරද ේහාෝ පමාද ේදාෝෂ ේහාෝ  

          ේහතේවන ඇතවන තතතවයන පළබඳ වගකම ේහාෝ පාඩ ේහාෝ ේනාදරන ලබය. 

மினனஞசல  தரமொனொதொர  உரைமக  ைகவிடல  அறிகைகையக  ொகொணடரகக 

ோவணடம. அத கீழ வரமொற:

இநத மினனஞசல இரகசியமொனத.  இத சடடபபட உரைம ொபறறதமொகம.  நீஙகள 

உரய  ொபறநரொக  இலலொவிடடொோலொ  அலலத  தவறொகப  ொபறறிரநதொோலொ,  

தயவொசயத  உடனடயொக  தஙகள  மைறைமயிலிரநத  அதைனயம  அதன 

அைனதத  படகைளயம  அழிததவிடட,  அனபபனரகக  மினனஞசலடொகத 

ொதரவியஙகள.  எநதொவொர  உரைமயறற  வொசிபப,  படொயடததல,  அசசடததல 

அலலத கறிபபிடட மினனஞைல அலலத அதன உளளடககதைத  பரவசொசயதல 

எனபன  கடைமயொகத  தடககப  படடைவயம  சடட  மறணொனைவயம  ஆகம.  

வைலபபினனல  ொதொடரபொடலொனத  ோநரம,  பொதகொபப,  தவறினைம  மறறம 

நசசயிரனைம  ோபொனறன  ொதொடரபொக  உததரவொதம  தரமொடடொத.  எநத  தவற 

அலலத விடபொடடககம கலவி அைமசச ொபொறபோபறகமொடடொத.

E-mails should contain a standard disclaimer. It is as follows.

“This e-mail is confidential. It may also be legally privileged. If you are  

not the intended recipient or have received it in error, please delete it  

and all copies from your system and notify the sender immediately by  

return  e-mail.  Any  unauthorized  reading,  reproducing,  printing,  or  

further dissemination of this e-mail or its' content is strictly prohibited  

and  unlawful.  Internet  communication  cannot  be  guaranteed  to  be  

timely, secure, error or virus-free. The Ministry of Education does not  

accept liability for any errors or omissions.”  



 ේවබ අඩවය

இைணயம

WEB 

8.1             ශාඛා ේවබ අඩව අධ්ාපන අමාත්ංශය ේවබ සරවරය තළ සථාපනය කළ යත  

ය. 

  கிைள   இைணயப  பககஙகள  கலவி  அைமசசின  இைணயப  பணியின 

ஆளைமககள அைமதல ோவணடம.

              Branch websites should be hosted within the MoE Web server.

8.2            එක එක ශාඛාව ේවත ේවබ අඩවය සඳහා ේතාරතර ඇතලත කරම/   යාවත කාලන 

කරම/        මකා දැමම සඳහා පරපාලන පහසකම ලබා ේදන ඇත.

இைணய  உளளடககதைத  உடபகதத  /  தறகொலபபடதத  /  அழிகக  கிைளகக 

“நிரவொகவரதத” அளிககபபடம.

Each  Branch  will  be  provided  with  “admin  privilege”  to 

insert/update/delete the web contents. 

8.3          ශාඛා ේවබ පටවල ඇත අනතරගතේය නරවද්තාව හා ගණාතමකභාවය පළබඳ වගකම 

     ශාඛා පධානයා වසන දැරය යත ය.     අධ්ාපන අමාත්ාංශේය කරතනාමයට හානකර ව 

            ේහාෝ නසදස ේහාෝ ේතාරතර එම ේවබ පට සඳහා ඇතළත කළේහාත ේහාෝ ඇතළත 

            කරමට ලබාදනේහාත ේහාෝ ඒ සඳහා පත කරන ලද කමටවක වසන නයාමනය කර ඒ 

    පළබඳ ව තරණය කරන ඇත.

கறிபபிடட  இைணய  உளளடககததின   நடபம  மறறம  தரததிறக  கிைளத 

தைலவோர ொபொறபப. வழஙகபபடட உளளடககமொனத ொபொரததமறறத அலலத 

அைமசசின  நறொபயரகக  களஙகம  ஏறபடததவத  எனக  கொணபபடமொயின,  

உரய கழ அவவொறொன உளளடகதைத மீளொயவ ொசயயம.

Head of the branch is responsible for the accuracy and quality of the 

contents in the respective website. If the provided content is found to be 

not appropriate or harmful to the good name of the MoE, the respective 

committee shall review such contents.  



 වද්ත සනනේවදනය
மினனணத ொதொடரபொடல

ELECTRONIC COMMUNICATION

9.1.  තරජනාතමක හංසාකාර,  අසභ්,        අපචාර හා බයවැදදම සහත සනනේවදන සද කරම 

  සපරා තහනම ේව.

வனமைற  மிரடடல,  இழிசசைவ,  ஆபொசம  மறறம  ொதொலைல  தரம 

ொதொடரபொடலகள உளளிடட சடடமைறயறற ொதொடரபொடலகள தடககபபடடளளன.

Unlawful  communications,  including  threats  of  violence,  obscenity, 

pornography, and harassing communications, are prohibited.

9.2.        අඥත ේලස අනවසර සනනේවදන සද කරම තහනම ේව.    එබඳ අඥත පණවඩ 

        වමරශනය කරම සඳහා අධ්ාපන ේලකමට ේහාෝ ේවනත බලයලත නලධාරේයකට 

     සහය දැකවම සයළ පරශලකයන බැඳ සට.

 உரைமயளிககப படொத  ொபயரறியொ  ொதொடரபொடலகள  தடககபபடடளளன. 

ொபயரறியொ  ொசயதிகளின  மலதைத  ஆயவ  ொசயைகயில,  ொசயலொளர  அலலத 

உரைமொபறற  பணிதொதொகதியடன  ஒததைழககமொற  அைனதத  பயனரகளம 

ோவணடபபடகினறனர.

Unauthorized anonymous communications are prohibited. All users are 

required  to  co-operate  with  secretary  or  other  authorized  personnel 

when investigating the source of anonymous messages. 

9.3.       යවනනාේග ේහාෝ පණවඩය යවන මලාශේය අනන්තාව සැඟවම,    ේවනස කරම ේහාෝ 

   තැනපත කරමට තහනම ේව.

அனபபநரன  அைடயொளதைத  அலலத  மினனணத  ொதொடரபொடல  மலதைத 

பிைழபகரதல அலலத ோமொசட ொசயதல தடககபபடடளளத.

Misrepresenting or forging the identity of the sender or the source of an 

electronic communication is prohibited. 

9.4.          ේවනත පදගලේයක ේහාෝ පරගණකයක වසන යවන ලද පණවඩයක ේවනස කරම 

 තහනම ේව.

மொறறம  ோநொககடன  ோவொறொரவரன  அலலத  ோவொறொர  கணினியின  ொசயதி 

உளளடீடன மலதைத மொறறுுதல தடககபபடடளளத.  

Altering the content of a message originating from another person or 

computer with intent to deceive is prohibited. 



9.5.   වද්ත දමවැල ලප,     ේසවා පතකේෂප කරේම බාධා,     නසදස ේලස වශාල සංඛ්ාවකට 

   පණවඩ සමේපෂණය තහනම ේව.

ொபரநொதொைகயொன  தனிநபரகள  மறறம  விரநதினரகக  ொதொடர  மினனணக 

கடதஙகள அனபபதல, பணித தொககதைல மறததல மறறம ொபொரததமறற ொசயதி 

“ஒலி/ஒளிபரபப” ொசயதல  எனபன தடககபபடடளளன.

Sending  of  electronic  chain  mail,  denial  of  service  attacks,  and 

inappropriate  “broadcasting”  of  messages  to  large  numbers  of 

individuals or hosts are prohibited.

      පරගණක සමපත භාවතය සමාකරම ේහා ෝ තහනම කරම

கணினி வளஙகளின தடககபபடட பயனபொடகள

PROHIBITED USES OF COMPUTER RESOURCES

10.1.         ේපෞදගලක ව්ාපර ේහාෝ වාණජ කටයත ආධාර මදල එකත කරම,   පචාරණ කටයත 

        සඳහා අධ්ාපන අමාත්ාංශේය පරගණක සමපත භාවතය සපරා තහනම ේව.

தனிபபடட  ோதைவ,  வணிகச  ொசயறபொடகள,  கலவி  அைமசைசச  ோசரொத 

அைமபபகளகக  நிதி  திரடடல  அலலத  விளமபரம  ொசயதல  எனபவறறகக 

(அசசிட கரவி - பிரணடர உடபட) கலவி அைமசசக கணினிகைளப பயனபடததல 

தடககபபடடளளத. 

Use of MoE computer resources (including printers) for private business 

or commercial activities, fund raising or advertising on behalf of non-

MoE organizations is prohibited. 

10.2.     අනවසරේයන ේහාෝ තම සමාවට (   තම රකයා මටටමට)    ඔබේබන පරගණක සමපත 

     ේහාෝ වද්ත ේතාරතර භාවතය තහනම ේව.

தனத ோமலொணைம வரமபகக அபபொல, உரைமயினறி, கலவி அைமசசின கணினி 

வளஙகைள அலலத மினனணத தகவலகைளப பயனபடததல தடககபபடடளளத. 

Use  of  MoE  computer  resources  or  electronic  information  without 

authorization or beyond one’s level of authorization is prohibited. 

10.3.          අධ්ාපන අමාත්ාංශේය ේහාෝ එයට අනයකත ආයතනවල ේහාෝ එයට අදාළ රාජකාරවල 

        නයැේලන ේහාෝ ේනාවන බාහර පදගලයනට අධ්ාපන අමාත්ාංශේය පරගණක සමපත 

     භාවතයට ඉඩ ලබා දම තහනම ේව. 

கலவி  அைமசோசொட இைணநதிரொத தனிநபரகளகக கலவி  அைமசசின கணினி 

வழஙகள கிைடககச ொசயதல தடககபபடடளளத.

Making MoE computing resources available to individuals not affiliated 

with MoE is prohibited.



10.4.          අනවසරේයන පරගණකගත ේගාන ේහාෝ පදධත ේවනස කරම ේහාෝ ේවනස කරමට 

   තැත කරම තහනම ේව.

உரைமயிலலொமல  ோகொபபகைளோயொ  மைறைமகைளோயொ  மொறறல  அலலத 

மொறற மைனதல தடககபபடடளளத. 

Altering or attempting to alter files or systems without authorization is 

prohibited.

10.5.    අධ්ාපන අමාත්ාංශේය වද්ත ේතාරතර,  පරගණක/    ජාලගත උපකරණ හා සමපත 

       වලට උවමනාේවනම ේහාෝ ේනාසැලකලමතව හාන කරම තහනම ේව.

கலவி அைமசசின மினனணத தகவலகள,  கணினி  /  வைலபபினனல கரவிகள 

மறறம  வளஙகைளப  பழதொககம  கவனமறற  அலலத  கரதிய  நடதைத 

தடககபபடடளளத.  அசசிட  கரவி  உளளிடட  கணினி  வளஙகள  உரைம 

அளிககபபடொத / வணிக ோநொககஙகளககொகப பயனபடததலொகொத.   

Negligent  or  intentional  conduct  leading  to  the  damage  of  MoE 

electronic information, computing/networking equipment, and resources 

is prohibited. The computer resources (including printers) may not be 

used for unauthorized/ commercial purposes.

  බදධමය ේදපල හමකම
அறிவசொர ொசொததரைமகள

INTELLECTUAL PROPERTY RIGHTS

11.1.          අධ්ාපන අමාත්ාංශ සලකණ ේහාෝ රාජ් ලාංඡනය ේහාෝ ේවනත ආරකෂත සලකණ 

    අනවසර ේලස භාවතය තහනම ේව.

கலவி  அைமசசின  வணிகக  கறியடீகள,  ொசொறகறிகள  மறறம  பிற 

பொதகொககபபடட வணிகக கறியடீகள, ொசொறகறிகைள உரைமயினறி பயனபடததல 

தடககபபடடளளத.

Unauthorized  use  of  MoE  trademarks  or  logos  and  other  protected 

trademarks and logos is prohibited. 

11.2.  පකාශන හමකම,  සලකණ,        ේපටනට බලපත ේහාෝ ේවනත බදධමය ේදපල හමකම 

          සහත පරගණක කමේලඛ හා වද්ත ේතාරතර ේවනස කරම අනවසර භාවතය තහනම 

ේව.

கணினி  நிகழநிரலகள  அலலத  மினனண  தகவலகள,  (  கரததத  திரடட, 

உரததினறி பயனபடததல அலலத மீளரவொககல உளளிடட) பிறரன பதிபபரைம, 

வணிகககறி,  ஆககவரைம மறறம  இதர அறிவசொர ொசொதத உரைமகைள மீறல 

தடககபபடடளளத.  

Infringing upon the copyright,  trademark, patent,  or other intellectual 

property rights of others in computer programs or electronic information

                 (including plagiarism and unauthorized use or reproduction) is prohibited. 



11.3.  ශව් දෘශ්,  ේගාන,  ඡායාරප,  චතක,     පරගණක මෘදකාංග දතත ේගාන,   වාරතා හා 

     ේවනත සරකෂත ේදපල අනවසර ගබඩා කරම,      පටපත කරම හා භාවතය තහනම ේව.

ொசவிபபலக  ோகொபபகள,  கடபலக  ோகொபபகள,  உரககள,  வைரபகள,  கணினி 

ொமனொபொரள,  தகவறொறொகதிகள,  எழததொவணப  பதிோவடகள  மறறம  பிற 

பொதகொககபபடட  ொசொததககைள   உரைமயறற  விதததில  களஞசியபபடததல, 

படொயடததல அலலத பயனபடததல தடககபபடடளளத..

The  unauthorized  storing,  copying  or  use  of  audio  files,  video  files, 

images,  graphics,  computer software, data sets,  bibliographic records 

and other protected property is prohibited. 

11.4.           අධ්ාපන අමාත්ාංශය වවධ මෘදකාංග සඳහා ේවනත බාහර ආයතන වලන බලපත ලබා 

 ේගන ඇත.         එම මෘදකාංග හා අදාළ ේලඛන එම මෘදකාංග නපැයමකරේග අවසරේයන 

         ේතාරව අධ්ාපන අමාත්ාංශය හම ේනාවන අතර ඒවා උපසථ කරම (back up) හැර 

    නැවත පටපත කරම තහනම ේව.

பலோவற ொவளி  நிறமங  (company) களிடமிரநத கணினி  ொமன ொபொரைளப 

பயனபடதத  கலவி  அைமசச  உரமம  வழஙககினறத.  கலவி  அைமசச  இநத 

ொமனொபொரைள அலலத அதன ொதொடரபறற ஆவணஙகைள உைடைம ொகொளளொத. 

அததடன ொமனொபொரள விரவொககி  உரைம வழஙகினொலனறி  அதைன ஊககம 

ோநொககம தவிர,  மீளரவொககம உரைம ொகொளளொத. 

MoE licenses the use of computer software from a variety of  outside 

companies. MoE does not own this software or its related documentation 

and unless authorized by the software developer,  does not  have the 

right to reproduce it except for backup purposes. 

11.5.     දැනට පවතන පකාශන නතය අනව,        මෘදකාංග නත වේරාෝධ පටපත කරම සවල හා 

          අපරාධ වධවධාන යටේත දඩ හා සරගත දඬවම ලැබය හැක වරදක ේව.  එබඳ අනවසර 

 පටපත කරන,         පටපත ලබා ගනනා අමාත්ාංශ ේසවා ේයාෝජකයනට එේරහව වනය 

   කයා මාරග ගැනමට සදේව.          ේමබඳ වනය කයා මාරග ේසවය අවසන කරම වව වය 

හැක.

பயனபடததத  தகக  படயொககல  சடடததின  பட,  சடடமரண  ொமனொபொரள 

மீளரவொககம  ொசயோவொர  தணடம  அலலத சிைறவொசம  உளளிடட  கடயியல 

பொதிபப  மறறம  கறறத  தணடைனகக  ஆடபடவொரகள.  உரைம  வழஙகபபடொத 

கணினி  ொமனொபொரள  படகைள  உரவொககம,  உைடைமொகொளளம  அலலத 

பயனபடததம  கலவி  அைமசசின  ஊழியரகள  சழநிைலகோகறப,  உரய 

ஒழககொறறகக ஆளொவர.  அததைகய நடவடகைககளில பணிநீககலம அடஙகம..

According to  applicable copyright  law,  persons involved in  the  illegal 

reproduction of software can be subject to civil damages and criminal 

penalties including fines and imprisonments. MoE employees who make, 

acquire,  or  use  unauthorized  copies  of  computer  software  shall  be 



disciplined as appropriate according to the circumstances. Such actions 

may include termination of the service.

11.6.    අධ්ාපන අමාත්ාංශ ේසවා ේයාෝජකයන,      අනවසර මෘදකාංග භාගත කරම ේහාෝ 

    අනතරජාල ගත කරම තහනම ේව.

கலவி  அைமசச  ஊழியரகள  உரைம  வழஙகபபடொத  ொமனொபொரைள 

இைணயததினடொகப பதிவிறககோமொ பதிோவறறோமொ  ொசயதல ஆகொத.

MoE employees  shall  not  download  or  upload  unauthorized  software 

over the Internet.

සපරකෂණය,    නයාමනය හා ේහල කරම. 
ஆயவ, கணகொணிததல மறறம ொவளிபபடததல

INSPECTION, MONITORING OR DISCLOSURE 

12.1.           නතේය පරද රාජ් ේසවා අවශ්තා ේහාෝ අධකරණ නේයාෝගයක යටේත වද්ත තැපැල, 

        පරගණක ගත ේගාන සහ ජාල සමේපෂණය පළබඳ ේතාරතර සපරකෂණය, නයාමනය 

         හා ේහල කරම සඳහා අවසර ලබා දමට අධ්ාපන ේලකමට හැකේව. 

ொபொதப  பதிோவடகள  சடடம  உளளிடட  சடடம  அலலத  நீதிமனறக  கடடைள 

இைசவளிததொல அலலத ோகொரனொல,  கலவி  ொசயலொளரொனவர,  மினனஞசலகள, 

கணினிக  ோகொபபகள  மறறம  வைலபபினனல  ொசலததலகைள  ஆயவொசயய, 

கணகொணிகக அலலத ொவளிபபடதத இைசவளிககலொம. 

The Secretary, MoE may permit the inspection, monitoring, or disclosure 

of e-mail, computer files, and network transmissions when required or 

permitted by law, including public records law, or by court order 

12.2.         ේමම පතපතතය යටේත සඳහන කරණක සමබනධේයන ේහාෝ ේවනත නතමය 

       කටයතතක සමබනධව අවශ් අවසථාවලද අධ්ාපන අමාත්ාංශය පරශලකයාේගන 

            ඉලලමක කළ වට එම වද්ත තැපැල පණවඩ පටපත හා දතත ලබාදමට සයළ 

   පරශලකයන සහය දැකවය යතය. 

இநதக  ொகொளைகபபட  அணகதல  அலலத  ொவளிபபடததல  ொசயய  உரைம 

அளிககபபடடரககம  ோபொத,  அலலத  நொடடச  சடடம  அலலத  ோவற 

ொபொரததமொன ொகொளைககளொல ோகொரபபடம அலலத இைசவளிககபபடம  ோபொத, 

மினனஞசல  படகள  அலலத  தரவகைள  அணகம  கலவி  அைமசசின 

ோகொரகைககளகக  அைனதத  கணினிப  பயனரம  இணஙகிப  ோபொகவம 

ஒததைழககவம உடனபடல ோவணடம.

All computer users agree to cooperate and comply with MoE requests for 

access to copies of e-mail messages or data when access or disclosure 

is authorized by this policy or required or allowed by state law or other 

applicable policies. 



   දතත ආරකෂාව පළබඳ වගකම

தகவற பொதகொபபப ொபொறபப
RESPONSIBILITY FOR DATA SECURITY

13.1.           පරගණක තල ඇත ේගාන වල උපසථ පවතවා ගැනම ේකේරහ අධ්ාපන අමාත්ාංශය 

 බැඳ ේනාසට.        පරශලකයන වැදගත දතත උපසථ ආරකෂා කර ගත යතමය.

உளளகப  ொபொறிகளில  (local  machine)  களஞசியப  படததபபடடரககம 

எநதொவொர  ோகொபைபயம  ோபணவதறக  கலவி  அைமசச  கடைமப 

படடரககவிலைல.  பயனோர அநத மொறநிைலத தகவலகைளப ோபணிபபொதகொகக 

ோவணடம.

MoE is not obligated to maintain backups of any files stored in the local 

machine (local drive). Users must protect and back up critical data. 

     සංේවද දතත සඳහා පේවශය සමා කරම
நணணணரவத தகவைல அணகம வைரயைற
RESTRICTION OF ACCESS TO SENSITIVE DATA

14.1.   අධ්ාපන අමාත්ාංශේය ශාඛා,         සංේවද හා පේවශය සමා කළ යත දතත භාවතය පළබඳ 

   පතපතත සකස කළ යතය.         මරපදයක මඟන සමා කළ ේතාරතර සඳහා ව මරපදය 

   නරනතරේයන ේවනස කළ යතය.       වද්ත ේතාරතර සඳහා පේවශ අවශ්තාවයන ඇත 

         පරශලකයන වසන සංේවද දතත භාවතය පාලනය කරමට අදාළ පතපතත අධ්ාපන 

       අමාත්ාංශේය සයළම ශාඛාවන වසන සකස කළ යත ේව.    මරපදයක මඟන ආරකෂා 

          කරන ලබන ේතාරතර වලට අදාළ මරපදය නරනතරේයන ේවනස කළ යත ේව.  

தகவைல  அணகம  ோதைவபபொடளள  ஊழியரகள  நணணணரவத  தகவைல 

அணகவதில வைரயைறயணட எனற ொகொளைகைய கலவி அைமசசின அைனதத 

கிைளயினரம உறதி ொசயதல ோவணடம.  தகவைல அணகவைத மடடபபடததம 

கடவச ொசொறகள ஓர ஒழஙகொன மைறயில மொறறபபடடவரல ோவணடம.

All branches of MoE should implement policies to ensure that access to 

sensitive  data  is  restricted  to  those  employees  who have  a need to 

access  the  information.  Passwords  restricting  access  to  information 

should be changed on a regular basis.



 උලලංඝණය
மீறலம நிைறோவறறலம
VIOLATIONS AND ENFORCEMENT       

15.1.            ඉහත සඳහන නත උලලංගනය කරන ලබන හා උලලංඝනය ව ඇතැය සැක කරන 

අවසථා,  අධ්කෂ (    ේතාරතර හා සනනේවදන තාකෂණ)    ේවත ඉදරපත කළ යතය. 

ஏோதனம  உணைமயொன  அலலத  ஐயறவொன  ோமோல  கறிபபிடடளள  சடட 

மீறலகள,  தகவல  மறறம  ொதொடரபொடல  ொதொழினடபப  பணிபபொளரன 

கவனததிறகக ொகொணரதல ோவணடம.

Any actual  or suspected violation of the rules listed above should be 

brought to the notice of the Director (ICT).

 

15.2.         ේතාරතර හා සනනේවදන තාකෂණ පතපතතය යටේත උලලංඝනය කරන ලබන 

අවසථාවලද,         එම ේසවාව වහාම කයාතමක වන පරද අතහටවමට අධ්ාපන ේලකමට 

 හමකම ඇත.         තවද ඊට අදාළ ව ආයතන සංගහේය 2     වන ේවළේම සඳහන පරද 

        අධ්ාපන ේලකම වසන වනය කයාමාරග ගැනේම හමකමක ද පවත.

தகவல மறறம ொதொடரபொடல ொதொழினடபப பணிக ொகொளைகைய மீறிய விடதத, 

உடனடயொக நைடமைறகக வரம வணணம பணி நீககம ொசயவதறக கலவிச 

ொசயலொளரகக  உரைம  உணட,  அததடன  நிறவனகோகொைவயின  2 ம 

பிரவிறகைமய  ஒழககொறற  நடவடகைக  எடககவம  கலவிச  ொசயலொளரகக 

உரைமயணட. 

In case of breach of the ICT services policy, The Secretary, Ministry of 

Education has the right to terminate the service with immediate effect. 

Further  the  Secretary,  Ministry  of  Education  has  the  right  to  take 

disciplinary action under the section 2 of establishment code. 
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