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Ministry of Education (MoE) recognizes its key dependency on the information
provided by its computerized system for effective operation and the smooth
functionality. It is, therefore, essential that this information and the infrastructure
that supports it, is secure from destruction, corruption, unauthorized access and

breach of confidentiality, whether accidental or deliberate.
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This document is to serve as a set of policies and procedures for the MoE in using
ICTs to achieve overall development within organizations and in delivery of its
services. It will also ensure consistency in ICT activities and practices.
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The Policy is mandatory for providing a unified approach in implementing ICT

services and achieving the following;
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Improve efficiency and effectiveness of ICT services of MoE
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Ease of accessibility of MoE information and services for employees, and other

citizens
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Promote good governance.
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Develop motivation and ICT competence among MoE employees.
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To encourage the MoE employees to use ICT services ethically.
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Manage ICT resources in sustainable manner.
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This policy defines the boundaries of acceptable use of MoE computing
and communication resources, including computers, networks,
databases, and electronic mail services.

2By emLreed B8 ) BiBeDey wdBE WD BOBHT OO
5BeBe e a2 S6 Gue. s e & 8¢ § emed D8
DY) BB gBenes e 0 @O,

&0l ImDERET SHeuNer OMID CQSHTLFUTLED 6UeMRIGEN6TL LILGTLI(R S SIGeur,
A5 s Q&meTens LOMHMILD QuIT( & SLomeT SLNIEDLOF G Hijeurss
QETETNSHHEHHGSD  HOL (PODSERHGL  QemIGHD Gouani(Hd. HEmL (LPEMMLI
UGS Se0meIg) GCyemeuGLLImLILg. 6T, BeumIsnsun et Geum QuIT(H & SLoMmesT
FLLMRISEHL 6T QeMIMISE Q&F6LeILD,

Users of MoE computing and communication resources are required to
comply with this policy, and other applicable MoE administrative policies
and procedures. When necessary, enforcement will be consistent with

other applicable Sri Lankan laws.
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USER ACCOUNTS
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4.2.

4.3.
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In case of a new employee comes to a branch, the head of the branch

should inform to Director (ICT) within 2 working days in written format.
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Upon the leaving of an employee, Head of the Branch will raise a Service
Request Form (RF) to DE/ICT requesting the e-mail and network resource
account to be deleted/transfered/backed up.

0Dy L E en VOB eoe D wB8rm wwi® (User Privilege) 2@es
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The employee will only be given “user privileges” for their logins. To

obtain higher privileges requests with justifications should be made to the
Director (ICT) through the proper channel.
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Minimum requirement for a password (for all authentications) is 8

characters.
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Users must maintain the security of their accounts, and are advised to

protect and regularly change account passwords.
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use passwords of others is prohibited.
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Revealing passwords or permitting the use by others (by intent or
negligence) of personal accounts for computer and network access

without authorization is prohibited.
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Users are not allowed to share their passwords.
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NETWORK
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All computers and network devices of the branches should be connected

to the local area network.
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Users must not compromise the integrity of electronic networks, must
avoid restricted areas, and must refrain from activities that may damage

the network, or transmitted or stored data.

880enm 1 HEwd edrg BMO, 0l W) FBoeh WS e @i BBY, I
BBO 5w® 0.

Mmifler sevtNerfl, eUHELLILN6ITEITEL GHETNSGSHET, LTINS, S(HeIS6T GCUTTMeUMEHM
2 155MHEL I60VH GG HHEHSUILIL (BeTengl,

Interference with or disruption of the computer or network accounts,

services, or equipment of others is prohibited
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Unauthorized scanning of networks for security vulnerabilities is
prohibited.
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SH&HSLILL (heiTerng).
Attempting to alter any MoE computing or networking components
(including, but not limited to, bridges, routers, connection cables and

hubs) is prohibited, without approval beyond one’s level of authorization.
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Wiring, including attempts to create network connections, or any
extension or retransmission of any computer or network services are
prohibited unless approved by the Director (ICT).
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Users should log out of their active sessions on completion of work to
prevent unauthorized persons carrying out any activity in the user’s
absence
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Negligent or intentional conduct leading to disruption of electronic

network system or information systems is prohibited.
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All employees of the Ministry of Education are entitled to have e-mail

accounts.
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It is compulsory to use official e-mail account (organization domain
name - moe.gov.lk) for all official e-mail correspondence. Other domain

accounts are not valid for official communication.

B Sepsd o 8Gl e 918 205 8 2 B pe & BEnd tisde ¢n «.
SIEMEMHFH  SVI6UGLE] LA ELFLHEHHGWD QUG  CoUsmeVBHTL &Eh&HE 6T
uHeOMI&e Geauctor(HLd,

All official e-mails should be responded within 2 working days.
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E-mails should be responded to in the language (Sinhala, Tamil or
English) in which they are received.
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A user must bear responsibility for his or her use of e-mail. MoE can
accept no responsibility or liability for any actions of the user or for any
consequences resulting from use of e-mail, including but not limited to,

misaddressed, lost or undelivered e-mail messages.
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Activities that may strain the e-mail or network facilities more than what
can be reasonably expected are in violation of this policy. These
activities include, but are not limited to: sending chain letters or the
widespread dissemination of unsolicited e-mail; and letter bombs” to

resend the same e-mail repeatedly to one or more recipients.
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Confidentiality of e-mail and other network transmissions cannot be
assured. Therefore all users should exercise caution when sending
personal, financial, confidential, or sensitive information by e-mail or

over the network.
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E-mails should contain a standard disclaimer. It is as follows.

“This e-mail is confidential. It may also be legally privileged. If you are
not the intended recipient or have received it in error, please delete it
and all copies from your system and notify the sender immediately by
return e-mail. Any unauthorized reading, reproducing, printing, or
further dissemination of this e-mail or its' content is strictly prohibited
and unlawful. Internet communication cannot be guaranteed to be
timely, secure, error or virus-free. The Ministry of Education does not

accept liability for any errors or omissions.”
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Branch websites should be hosted within the MoE Web server.

5% 0% ahd 00D 0D &lBw e NSRS BED BEO/ WD WED
BB/ Oz ¢OY g 8B2ED BB E ©¢T) &D.

Qeneuiul 2 TETLS55MG 2 L LGS /| SOHEMOULRES |/ SlflsEs  HeneatsG
‘Byeurseyf$ s eMssLILEHLD.

Each Branch will be provided with “admin privilege” to

insert/update/delete the web contents.
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Head of the branch is responsible for the accuracy and quality of the
contents in the respective website. If the provided content is found to be
not appropriate or harmful to the good name of the MoE, the respective

committee shall review such contents.
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ELECTRONIC COMMUNICATION
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Unlawful communications, including threats of violence, obscenity,

pornography, and harassing communications, are prohibited.

Ly o(s s wriBeder 8¢ B8O v oD. dag ad B&HIR
S8@mms BIO e alnns eCI0 oWl e Acwesd Brihdewnd
308 00 8w 888crmwsd @18 &0.

2 flemwweNssl—uLng  Quuyiwr  QsTLUMLev&eT  HHSSLIUL (heTerso.
Quuipwur QLSS cLPELGHME YUl CFILMSBUNCD, QFWEOTe] LG
2 MU UNSASTGHUIL 6T  R5SHIMPEGSOMM  SEDETSHSH LTS EHLD
GeuegorLLIL(h &l6sTme6aTly.

Unauthorized anonymous communications are prohibited. All users are
required to co-operate with secretary or other authorized personnel

when investigating the source of anonymous messages.
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Misrepresenting or forging the identity of the sender or the source of an

electronic communication is prohibited.
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Altering the content of a message originating from another person or

computer with intent to deceive is prohibited.
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Sending of electronic chain mail, denial of service attacks, and
inappropriate “broadcasting” of messages to large numbers of

individuals or hosts are prohibited.
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PROHIBITED USES OF COMPUTER RESOURCES
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Use of MoE computer resources (including printers) for private business
or commercial activities, fund raising or advertising on behalf of non-

MoE organizations is prohibited.
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Use of MoOE computer resources or electronic information without

authorization or beyond one’s level of authorization is prohibited.
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Making MoE computing resources available to individuals not affiliated
with MoE is prohibited.
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Altering or attempting to alter files or systems without authorization is
prohibited.
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Negligent or intentional conduct leading to the damage of MoE
electronic information, computing/networking equipment, and resources
is prohibited. The computer resources (including printers) may not be

used for unauthorized/ commercial purposes.
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INTELLECTUAL PROPERTY RIGHTS

11.1.
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Unauthorized use of MoE trademarks or logos and other protected

trademarks and logos is prohibited.
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Infringing upon the copyright, trademark, patent, or other intellectual
property rights of others in computer programs or electronic information

(including plagiarism and unauthorized use or reproduction) is prohibited.
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The unauthorized storing, copying or use of audio files, video files,
images, graphics, computer software, data sets, bibliographic records

and other protected property is prohibited.
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MoE licenses the use of computer software from a variety of outside
companies. MoE does not own this software or its related documentation
and unless authorized by the software developer, does not have the

right to reproduce it except for backup purposes.
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According to applicable copyright law, persons involved in the illegal
reproduction of software can be subject to civil damages and criminal
penalties including fines and imprisonments. MoE employees who make,

acquire, or use unauthorized copies of computer software shall be
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disciplined as appropriate according to the circumstances. Such actions

may include termination of the service.
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MoE employees shall not download or upload unauthorized software
over the Internet.
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INSPECTION, MONITORING OR DISCLOSURE

12.1.

12.2.
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The Secretary, MoE may permit the inspection, monitoring, or disclosure
of e-mail, computer files, and network transmissions when required or

permitted by law, including public records law, or by court order
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All computer users agree to cooperate and comply with MoE requests for
access to copies of e-mail messages or data when access or disclosure
is authorized by this policy or required or allowed by state law or other

applicable policies.



D 2B BEAe DB
&M UTHGSTUUL QummiliL
RESPONSIBILITY FOR DATA SECURITY

13.1.
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MoE is not obligated to maintain backups of any files stored in the local

machine (local drive). Users must protect and back up critical data.
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RESTRICTION OF ACCESS TO SENSITIVE DATA

14.1.
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All branches of MoE should implement policies to ensure that access to
sensitive data is restricted to those employees who have a need to
access the information. Passwords restricting access to information

should be changed on a regular basis.
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Any actual or suspected violation of the rules listed above should be
brought to the notice of the Director (ICT).
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In case of breach of the ICT services policy, The Secretary, Ministry of
Education has the right to terminate the service with immediate effect.
Further the Secretary, Ministry of Education has the right to take

disciplinary action under the section 2 of establishment code.
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